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SUBJECT:
EMPLOYER GUESTS – SALES REPRESENTATIVES, VENDORS, OBSERVERS, AND SERVICE CONTRACTORS
POLICY:
This policy governs the activity of individuals who will be permitted access to CHKDHS facilities for various reasons, including in their capacities as sales representatives, vendors, observers, and service contractors.   This policy does not cover resident or faculty applicants.   

PURPOSE:  
To provide guidelines for employer guests to ensure a safe, secure, and confidential environment in a controlled and monitored manner.  

DEFINITIONS:   

Employer Guests:

Sales Representatives and Vendors:  Individuals who market products or represent companies that provide supplies, equipment, or services to CHKDHS.

Observers:  Individuals who are not affiliated with a healthcare manufacturer and are here for educational purposes or to gain a better understanding of healthcare practices.


Service Contractors:  Individuals whose services have been contracted through agreement.

Sponsor:  The sponsor is an employee of CHKDHS or a member of the CHKD Professional Staff who validates the appropriate need and approval of the employer guest.  The sponsor is responsible for the guest during their presence in any CHKDHS facility.


Note:  Professional Staff will assume responsibilities for physician observers.

PROCEDURE: 

1. Sponsor Responsibilities

a. To determine the appropriate level of information needed prior to authorizing the visit by the individual based on patient care contact and access to patient information.

	Description
	Requirements

	No patient care contact and/or access to Protected Health Information (PHI).
	· Prearranged appointment.

· Review Employer Guest Information Packet.

· Sign-in at the Front Lobby Information Desk or facility reception area.

· Visible identification worn while in facility.

	Potential or incidental patient care contact and/or access to Protected Health Information (PHI).
	· Sponsor approval and supervision.

· Free from signs and symptoms of acute illness with completion of Communicable Illnesses Form.

· Complete Confidentiality Agreement.

· Review Employer Guest Information Packet.

· Sign-in at the Front Lobby Information Desk or facility reception area.

· Visible identification worn while in facility.

	Direct patient care contact and planned access to Protected Health Information (PHI).
	· Sponsor approval and supervision.

· Free from signs and symptoms of acute illness with completion of Communicable Illnesses and Immunization Requirements Forms.

· Complete Confidentiality Agreement.

· Review Employer Guest Information Packet.

· Sign-in at the Front Lobby Information Desk or facility reception area.

· Visible identification worn while in facility.

· Sponsor must obtain and document in the medical record verbal consent from the parent or legal guardian prior to observation.

· Ensure participating company has signed a BAA.


b. Maintain copies of Cover Sheet Signature Page, Confidentiality Agreement, Communicable Illnesses, and Immunization Requirements Forms for subsequent visits in accordance with the Record Retention Policy (C3405).

c. Inform Group – Security Supervisors by e-mail (Outlook group) with guest name, date, location, and time in a timely manner for posting of hospital guests in Front Lobby Information Desk.

d. Provide direct supervision of the individual for direct patient care contact or exposure to Protected Health Information (PHI).

e. Document in the medical record that the parent or legal guardian consents prior to patient observation events. 

f. Ensure that the participating company has signed a HIPAA Business Associate Agreement (BAA) prior to planned access to Patient Health Information (PHI).  

· A list of entities that have executed BAA’s with CHS or a subsidiary is located on KDnet along with a standard form BAA that has been approved for execution.  

· It is the Sponsor’s responsibility to complete the remaining information in the BAA in accordance with the instruction sheet, have the BAA signed by the participating company, and return the signed BAA to Legal.  

· Legal will have the BAA signed on behalf of the health system and retain a signed BAA in its records.  

· Sponsor may call Legal (8-8981) to confirm whether an executed BAA has been received by Legal. 

· Sponsor should contact the Legal Department if a company takes the position that it is not a business associate pursuant to the HIPAA regulations as it may be appropriate to use an alternate agreement in certain circumstances.

g. Ensure that any individual coming into facility has signed a Confidentiality Agreement prior to potential, incidental, or planned access to PHI.  A standard form Confidentiality Agreement that has been approved for execution is located on KDnet.  It is the Sponsor’s responsibility to complete the remaining information in the Confidentiality Agreement in accordance with the instruction sheet.

h. Review reports to any outside entity that includes information from or relating to the CHKDHS experience such as case reports, class presentations, care plans, etc.  The review includes determining the accuracy and appropriateness of the information as well as ensuring that patient confidentiality is maintained; to include, but not limited to photography and patient identifiers.  A copy of the report should be provided to the Sponsor.

i. Determine if any restrictions have been placed on patient information and adhere to agreed upon restrictions.

j. Insure communication between the parent, guardian, and patient is within the scope of experience or expertise.

k. Report any privacy or security breaches to the Corporate Privacy Officer and/or Security Management.

2. Check-in Responsibilities and Requirements

a. Employer guest visiting the hospital must register at Front Lobby Information Desk, giving first and last name and name of sponsor anticipating the pre-arranged visit. 

b. Employer guest visiting in Health Centers or other locations must check-in at Registration areas and the Sponsor contacted to confirm meeting request.

c. All appointments will be pre-arranged and not on a “drop-by” basis.  

d. A Patient Information Officer will check written documentation for authorization of visit or call the Sponsor to confirm visit to the hospital.  

e. Employer guests must wear CHKDHS provided identification that is visible during their entire visit to the hospital. 

f. Failure to comply with the process may result in the loss of privileges and potential for exclusion from the institution.
3. General Guidelines for Observers 

a. The observer must be at least 14 years of age and at least 18 years of age if observing in the Operating Room. 
b. Observers under the age of 18 require the written consent of a parent/legal guardian on the Employer Guest Cover Sheet Signature Page to participate as an observer. 

c. An observer must make observer or shadowing arrangements with an appropriate Sponsor (physician or CHKDHS staff member).

d. Observers planning to attend any CHKDHS facility in order to gain a better understanding of healthcare practices (i.e. middle school tours, high school required events, planned tours of the facility, etc.), must have all medical clearance as described by the Virginia State School authorities.

4. General Guidelines for Vendors, Sales Representatives and Service Contractors

a. If the company representatives will have planned direct access to Protected Health Information (PHI), the company must sign a HIPAA Business Associates Agreement (BAA) prior to any official business transaction to be kept on file with Legal.  

· A list of entities that have executed BAA’s with CHS or a subsidiary is located on KDnet along with a standard form BAA that has been approved for execution.  

· It is the Sponsor’s responsibility to complete the remaining information in the BAA in accordance with the instruction sheet, have the BAA signed by the participating company, and return the signed BAA to Legal.

· Legal will have the BAA signed on behalf of the health system and retain a signed BAA in its records.  

· Sponsor may call Legal (8-8981) to confirm whether an executed BAA has been received by Legal.

· Sponsor should contact the Legal Department if a company takes the position that it is not a business associate pursuant to the HIPAA regulations as it may be appropriate to use an alternate agreement in certain circumstances.

b. If an individual will have potential, incidental, or planned access to PHI, the individual must sign a Confidentiality Agreement prior to such exposure.  A standard form Confidentiality Agreement that has been approved for execution is located on KDnet.  It is the Sponsor’s responsibility to complete the remaining information in the Confidentiality Agreement in accordance with the instruction sheet. 

c. Sales Representatives or Vendors shall not operate medical equipment unless authorized by contractual arrangement and/or pursuant to Professional Staff privileges granted by the CHS Board. In addition, the medical equipment must be inspected for use by Biomedical Engineering.
d. As a general rule, Sales Representatives and Vendors for hospital equipment and supplies are required to check-in with the purchasing department at 841 Redgate Avenue prior to any sales visit and are not permitted in patient treatment areas unless escorted with a CHKDHS staff member or Professional Staff member. 

e. Products and equipment delivered or used without a valid purchase order may be considered a donation to CHKDHS or returned at the expense of the employer guest.
5. Pharmaceutical Vendors

a.
Pharmaceutical vendors to the hospital must present to the Pharmacy for validation of visit and review of samples.
b.
Pharmaceutical vendors will receive a designated “Pharmacy Vendor” badge prior to being directed to their arranged appointment.
6. Employer Guests to the OR

a. Employer guests to the OR or ambulatory surgical centers will comply with the specific requirements of the OR which are administered by the OR Administrative Office.
b. Vendors will receive a designated “OR Vendor” badge prior to being allowed into the OR suite. 
7. Service Contractors

a. After initial evaluation of need for documentation based on potential or direct patient care or PHI activity, the contractor will be issued a contractor badge through Engineering or a more permanent access badge through Security.
8. Media and Development Guests

a. No member of the media or special guest, including legislators and donors, will be allowed inside a CHKDHS facility without being escorted by a Sponsor.

b. Because all patients interviewed or photographed by members of the media must execute a consent form (“Authorization to use or disclose protected health information”), media members will not be required to complete a Confidentiality Agreement unless they enter areas where exposure to PHI is inevitable.
c. Members of the media or special guests must present a document confirming that they have had a negative TB surveillance within the previous calendar year if they enter a functioning operating room.  Media members or special guests who enter the operating suite, but not an operating room, must adhere to the policies for potential or incidental patient care contact and follow established infection-control procedures that pertain to CHKD personnel entering these areas. 

9. Employer guest status will not be granted for: 
a. Activity in an Isolation area, unless deemed necessary by Infection Control. 

b. Parent or legal guardian objections to participate.

c. Presence of signs or symptoms of acute illness.
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